
 

Terms of Service 
Version: v3 
Effective Date: October 3, 2025 

Definitions 
“Order Form” means an order document, invoice, or online checkout that references these 
Terms and specifies Services, quantities, pricing, subscription term, and any special terms. 

“Services” means the Kleerr software-as-a-service platform and any related products or services 
provided by the Company as described in an Order Form. 

“Customer Data” means data, content, and materials submitted by or for you to the Services. 

“Aggregated Data” means data or information derived from Customer Data or your use of the 
Services that is de-identified and/or combined with other data so that it does not directly or 
indirectly identify you, your affiliates, or any individual. We will not attempt to re-identify 
Aggregated/De-identified Data and will contractually prohibit recipients from doing so. 

“Service Data” means data relating to the operation, support, and/or your use of the Website or 
Services, including logs, event data, device and system information, usage statistics, and 
performance data. 

“Affiliate” means any entity that directly or indirectly controls, is controlled by, or is under 
common control with a party, where “control” means ownership of more than 50% of the voting 
interests. 

“Confidential Information” means non-public information disclosed by a party that is designated 
as confidential or that reasonably should be understood to be confidential given the nature of 
the information and the circumstances of disclosure; Confidential Information does not include 
information that is or becomes public without breach, was known to the recipient without 
confidentiality obligation, is independently developed, or is rightfully received from a third party 
without confidentiality obligation. 

“Beta Features” means alpha, beta, early access, preview, or experimental features or services 
identified as such by the Company. 

“Subprocessor” means a third party engaged by the Company to process Customer Data in 
connection with the Services. 

“Force Majeure Event” means an event or circumstance beyond a party’s reasonable control, 
including acts of God, labor disputes, acts of government, war, terrorism, epidemics, civil 
disturbances, internet or telecommunications failures, or third-party service provider failures. 
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Acceptance of the Website Terms and Conditions of Use 
These website terms and conditions of use for Landa Solutions Ltd. DBA Kleerr constitute a 
legal agreement and are entered into by and between you and Kleerr ("Company," "we," "us," 
"our"). The following terms and conditions, together with any documents and/or additional terms 
expressly incorporated by reference (collectively, these "Terms and Conditions"), govern your 
access to and use of, including any content, functionality, and services offered on or through 
Kleerr (the "Website"). 

Order Forms & Services. If you purchase Kleerr's software-as-a-service platform or related 
services (the "Services") under an order form or invoice (each, an "Order Form"), the 
Subscription Terms below also apply. If there is a conflict, the Order Form controls for pricing, 
quantities, and subscription term; these Terms control otherwise. 

In case of conflict, an executed Data Processing Addendum governs privacy/data processing 
matters. 

BY USING THE WEBSITE OR BY CLICKING TO ACCEPT THE TERMS AND CONDITIONS, 
YOU ACCEPT AND AGREE TO BE BOUND AND COMPLY WITH THESE TERMS AND 
CONDITIONS AND OUR PRIVACY POLICY, FOUND AT https://kleerr.com/privacy-policy, 
INCORPORATED HEREIN BY REFERENCE. IF YOU DO NOT AGREE TO THESE TERMS 
AND CONDITIONS OR THE PRIVACY POLICY, YOU MUST NOT ACCESS OR USE THE 
WEBSITE. 

By using this Website, you represent and warrant that you are of the legal age of majority under 
applicable law to form a binding contract with the Company or an individual accepting the terms 
and conditions on behalf of a corporation or client and meet all of the foregoing eligibility 
requirements. If you do not meet all of these requirements, you must not access or use the 
Website. 

Authority to Use Services 
If you are an agency, service provider, or acting on behalf of a third party, you represent and 
warrant that you have obtained all necessary rights, consents, and authority to submit Customer 
Data and to bind the entity or client you represent to these Terms and the DPA. 

Order of Precedence 
If there is a conflict among documents, the following order applies: (1) any mutually executed 
Data Processing Addendum (for privacy/data processing matters); (2) the Order Form (for 
pricing, quantities, and subscription term); (3) any SLA expressly referenced in an Order Form 
or separately executed; then (4) these Terms; then (5) the Privacy Policy. 

Modifications to the Terms and Conditions and to the 
Website 
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We reserve the right in our sole discretion to revise and update these terms and conditions from 
time to time. Any and all such modifications are effective immediately upon posting and apply to 
all access to and continued use of the Website. You agree to periodically review the terms and 
conditions in order to be aware of any such modifications and your continued use shall be your 
acceptance of these. 

The information and material on this Website may be changed, withdrawn, or terminated at any 
time in our sole discretion without notice. We will not be liable if, for any reason, all or any part of 
the Website is restricted to users or unavailable at any time or for any period. 

For paid subscriptions, material changes to the Subscription Terms take effect on renewal. We 
may make earlier changes only where reasonably necessary for legal compliance, security, or 
abuse prevention with at least 30 days’ notice. 

Changes to economic terms (e.g., pricing/fees) apply only at renewal. 

We will not make materially adverse changes to the Subscription Terms during your then-current 
paid term except as allowed above. 

Your Use of the Website and Account Set-Up and Security 
The security of your personal information is very important to us. We use physical, electronic, 
and administrative measures designed to secure your personal information from accidental loss 
and from unauthorized access, use, alteration, and disclosure. 

The safety and security of your information also depends on you. Users are responsible for 
obtaining their own access to the Website. Users are required to ensure that all persons who 
access the Website through a user's internet connection are aware of these Terms and 
Conditions and comply with them. The Website, including content or areas of the Website, may 
require user registration. It is a condition of your use of the Website that all the information you 
provide on the Website is correct, current, and complete. 

Unfortunately, the transmission of information via the Internet is not completely secure. Although 
we do our best to protect your personal information, we cannot guarantee the security of your 
personal information transmitted to our Website. Any transmission of personal information is at 
your own risk. We are not responsible for circumvention of any privacy settings or security 
measures contained on the Website. 

Your provision of registration information and any submissions you make to the Website through 
any functionality such as applications, chat rooms, email, message boards, personal, or interest 
group web pages, profiles, forums, bulletin boards, and other such functions (collectively, 
"Interactive Functions") constitutes your consent to all actions we take with respect to such 
information consistent with our Privacy Policy, found at https://kleerr.com/privacy-policy. 

Any username, password, or any other piece of information chosen by you, or provided to you 
as part of our security procedures, must be treated as confidential, and you must not disclose it 
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to any other person or entity. You must exercise caution when accessing your account from a 
public or shared computer so that others are not able to view or record your password or other 
personal information. You understand and agree that should you be provided an account, your 
account is personal to you and you agree not to provide any other person with access to this 
Website or portions of it using your username, password, or other security information. You 
agree to notify us immediately of any unauthorized access to or use of your username or 
password or any other breach of security. You also agree to ensure that you log out from your 
account at the end of each session. You are responsible for any password misuse or any 
unauthorized access. 

We may suspend or terminate your Website account to address security threats, abuse, or legal 
requirements. Suspension or termination of the paid Services is governed by the Subscription 
Terms. 

You are prohibited from attempting to circumvent and from violating the security of this Website, 
including, without limitation: (a) accessing content and data that is not intended for you; (b) 
attempting to breach or breaching the security and/or authentication measures which are not 
authorized; (c) restricting, disrupting, or disabling service to users, hosts, servers, or networks; 
(d) illicitly reproducing TCP/IP packet header; (e) disrupting network services and otherwise 
disrupting Website owner's ability to monitor the Website; (f) using any robot, spider, or other 
automatic device, process, or means to access the Website for any purpose, including 
monitoring or copying any of the material on the Website; (g) introducing any viruses, trojan 
horses, worms, logic bombs, or other material that is malicious or technologically harmful; (h) 
attacking the Website via a denial-of-service attack, distributed denial-of-service attack, flooding, 
mail bombing, or crashing; and (i) otherwise attempting to interfere with the proper working of 
the Website. 

Intellectual Property Rights and Ownership 
You understand and agree that the Website and its entire contents, features, and functionality, 
including, but not limited to, all information, software, code, data, text, displays, graphics, 
photographs, images, video, audio, music, broadcast, design, presentation, website layout, 
selection, modifications, and arrangement, are owned by the Company, its licensors, or other 
providers of such material and are protected in all forms by intellectual property laws including, 
without limitation, copyright, trademark, patent, trade secret, and any other proprietary rights 
("IP Rights"). 

As between you and the Company, the Company owns the IP Rights and all copies, 
improvements, modifications and derivative works thereof and shall remain the exclusive 
property of the Company or its licensors. Except as expressly set forth on this Website, the 
Company does not grant you any rights to the IP Rights. Without limiting the foregoing, the 
Company owns any suggestions, comments or other feedback provided by you on the Website, 
and any insights, including knowledge or know-how, it otherwise gains during the course of your 
using the Website. 
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The Company name, and all related names, logos, product and service names, designs, 
images, and slogans are trademarks of the Company or its affiliates or licensors. You must not 
use such marks without the prior written permission of the Company. Other names, logos, 
product and service names, designs, images, and slogans mentioned, or which appear on this 
Website are the trademarks of their respective owners. Use of any such property, except as 
expressly authorized, shall constitute an infringement or violation of the rights of the property 
owner and may be a violation of federal or other laws and could subject the infringer to legal 
action. 

You may only use the Website for your personal and non-commercial use. You shall not directly 
or indirectly reproduce, compile for an internal database, distribute, modify, create derivative 
works of, publicly display, publicly perform, republish, download, store, or transmit any of the 
material on our Website, in any form or medium whatsoever except: 

● your computer and browser may temporarily store or cache copies of materials being 
accessed and viewed 

● a reasonable number of copies for personal use only may be printed keeping any 
proprietary notices thereon, which may only be used for non-commercial and lawful 
personal use and not for further reproduction, publication, or distribution of any kind on 
any medium whatsoever 

● one single user copy may be downloaded with any proprietary notices intact, for your 
own personal, non-commercial use, conditional on your agreement to be bound by our 
terms of use for such downloads 

Users are not permitted to modify copies of any materials from this Website nor delete or alter 
any copyright, trademark, or other proprietary rights notices from copies of materials from this 
site. You must not access or use for any commercial purposes any part of the Website or any 
services or materials available through the Website. 

If you copy, or download any part of our Website in breach of these Terms and Conditions, your 
right to use the Website will cease immediately and you must, at our option, return or destroy 
any copies of the materials you have made. You have no right, title, or interest in or to the 
Website or to any content on the Website, and all rights not expressly granted are reserved by 
the Company. Any use of the Website not expressly permitted by these Terms and Conditions is 
a breach of these Terms and Conditions and may infringe or violate copyright, trademark, and 
other intellectual property or other proprietary laws. 

Website vs. Services. The restrictions in this section govern use of the public Website. 
Authorized business use of the Services is governed by the licence and usage rights in the 
Subscription Terms and the applicable Order Form. 

Conditions of Use and User Submissions and Site 
Content Standards 
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As a condition of your access and use of the Website, you agree that you may use the Website 
only for lawful purposes and in accordance with these Terms and Conditions. 

The following site content standards apply to any and all content, material, and information a 
user submits, posts, publishes, displays, or transmits (collectively, "submit") to the website or to 
other users or persons (collectively, "User Submissions") and any and all Interactive Functions. 
Any and all User Submissions must also comply with all applicable federal, provincial, local, and 
international laws, regulations, and terms of service. 

Without limiting the foregoing, you warrant and agree that your use of the Website and any User 
Submissions shall not: 

● In any manner violate any applicable federal, provincial, local, or international law or 
regulation including, without limitation, any laws regarding the export of data or software, 
patent, trademark, trade secret, copyright, or other intellectual property, legal rights 
(including the rights of publicity and privacy of others) or contain any material that could 
give rise to any civil or criminal liability under applicable laws or regulations or that 
otherwise may be in conflict with these Terms and Conditions and our Privacy Policy 
found at https://kleerr.com/privacy-policy 

● In any manner violate the terms of use of any third-party website that is linked to the 
Website, including but not limited to, any third-party social media website 

● Involve, provide, or contribute any false, inaccurate, or misleading information 
● Include sending, knowingly receiving, uploading, downloading, using, or reusing any 

material that does not comply with the Conditions of Use and User Submissions and Site 
Content Standards 

● Impersonate or attempt to impersonate the Company, a Company employee, another 
user, or any other person or entity (including, without limitation, by using email addresses 
or screen names associated with any of the foregoing) 

● Transmit, or procure the sending of, any advertisements or promotions without our prior 
written consent, sales, or encourage any other commercial activities, including, without 
limitation, any "spam", "junk mail", "chain letter", contests, sweepstakes and other sales 
promotions, barter, or advertising or any other similar solicitation 

● Encourage any other conduct that restricts or inhibits anyone's use or enjoyment of the 
Website, or which, as determined by us, may harm the Company or users of the Website 
or expose them to liability 

● Promote any illegal activity, or advocate, promote, or assist any unlawful act 
● Give the impression that they originate from or are endorsed by us or any other person 

or entity, if this is not the case 

User Submissions: Grant of Licence 
This section does not apply to "Customer Data" submitted to the Services; Customer Data is 
governed by the Subscription Terms. 
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The Website may contain Interactive Functions allowing User Submissions on or through the 
Website. 

None of the User Submissions you submit to the Website will be subject to any confidentiality by 
the Company. By providing any User Submission to the Website, you grant us and our affiliates 
and service providers, and each of their and our respective licensees, successors, and assigns 
the right to a world-wide, royalty free, perpetual, irrevocable, non-exclusive licence to use, 
reproduce, modify, perform, display, distribute, and otherwise disclose to third parties any such 
material for any purpose and according to your account settings and/or incorporate such 
material into any form, medium or technology throughout the world without compensation to 
you. You further waive any moral rights or other rights of authorship as a condition of submitting 
any User Submission. 

By submitting the User Submissions, you declare and warrant that you own or have the 
necessary rights to submit the User Submissions and have the right to grant the licence hereof 
to us and our affiliates and service providers, and each of their and our respective licensees, 
successors, and assigns to the User Submissions and comply with these Terms and Conditions. 
You represent and warrant that all User Submissions comply with applicable laws and 
regulations and the Conditions of Use and User Submissions and Site Content Standards set 
out in these Terms and Conditions. 

You understand and agree that you, not the Company nor Company's parent, subsidiaries, 
affiliates nor their respective directors, officers, employees, agents, service providers, 
contractors, licensors, suppliers, or successors, are fully responsible for any User Submissions 
you submit or contribute, and you are fully responsible and legally liable, including to any third 
party, for such content and its accuracy. We are not responsible or legally liable to any third 
party for the content or accuracy of any User Submissions submitted by you or any other user of 
the Website. 

Subscription Terms (applies only if you purchase 
Services) 
Annual Plan. Unless stated otherwise in an Order Form, the Services are sold for a 12-month 
initial term starting on the effective date stated in the Order Form or invoice and auto-renew for 
successive 12-month terms unless either party gives 30 days' written notice before the end of 
the then-current term. 

Monthly Plan (if selected). Monthly subscriptions run for one (1) month starting on sign-up and 
auto-renew monthly until canceled; cancellation takes effect at the end of the then-current billing 
period. 

To avoid the next charge, cancel at least 24 hours before the end of the current billing period; 
charges already processed are non-refundable and we do not provide pro-rata refunds for 
partial periods. 
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Fees; Billing; Taxes. Invoices are issued via Stripe and are due Net 30 from invoice date or 
charged automatically to the payment method on file for monthly self-serve plans, unless the 
Order Form states otherwise. When enabled, you may pay online by credit card, ACH, or bank 
transfer via Stripe. Fees are exclusive of taxes and you are responsible for any applicable taxes. 

30-Day Money-Back (first-time annual). Within 30 days of the effective date, you may cancel for 
a full refund. Not available for enterprise plans, custom onboarding, professional services, or 
where usage exceeds reasonable evaluation thresholds as determined by us in good faith. We 
may require your cooperation to disable integrations and delete any installed components 
before issuing a refund. Eligibility requires that your account is in good standing, you are not in 
material breach of these Terms, and you submit the request within 30 days to 
support@kleerr.com (or via in-product billing where available). Refund scope: refunds cover 
prepaid subscription fees only and exclude taxes where non-refundable, usage-based or 
overage charges, third-party fees, and any professional services, onboarding, or custom work. 

Non-Payment; Suspension. If an invoiced amount is not received when due, Kleerr may send 
notice of delinquency. If unpaid 10 days after notice, Kleerr may suspend access until amounts 
are paid. Accounts unpaid on day 30 may be suspended or terminated; late amounts may 
accrue interest at 1.5%/month (or the legal maximum). Customer is responsible for reasonable 
costs of collection, including attorneys’ fees. 

Price Changes on Renewal. Kleerr may change fees effective upon any renewal term by 
providing at least 30 days' prior written notice. Price changes do not apply to the then-current 
committed term. 

Renewal Reminder (B2B courtesy). For annual plans, we’ll email the admin and/or billing 
contact 35–40 days before renewal with the renewal date, the next-term price, and how to 
cancel online. 

How to Give Non-Renewal/Cancel. Email support@kleerr.com (or use in-product billing settings, 
if available). 

Upgrades & Adds. Additional units or features added mid-term are prorated to the then-current 
term end date and become part of the committed subscription. 

Cancellation Mechanics. To avoid renewal, send non-renewal notice at least 30 days before 
term end (annual) or cancel in-app before the next monthly billing cycle (monthly). Cancellation 
takes effect at term end; no refunds for partial periods. 

Online Cancellation (Self-Serve). If you signed up online, you can cancel any time in Billing 
Settings. Cancellation takes effect at the end of the then-current billing period. 

Customer Data. As between the parties, Customer owns Customer Data. Customer grants 
Company a non-exclusive licence to host, process, transmit, and otherwise use Customer Data 
solely to provide, maintain, secure, and support the Services and as otherwise permitted in an 
applicable DPA. Company will not (i) sell or “share” Customer Data for cross-context behavioral 
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advertising (monetary or other valuable consideration), (ii) use Customer Data for 
advertising/retargeting, or (iii) use Customer Data to train or improve generalized or third-party 
AI/ML models. Improvements to the Services are developed using Aggregated Data and 
Service Data as described below, not Customer Data in identifiable form. Our Data Processing 
Addendum is available at https://kleerr.com/dpa or may be executed via our standard form. 

Aggregated Data; Service Data. We may generate, use, and retain Aggregated Data and 
Service Data to operate, maintain, secure, analyze, improve, and develop the Website and 
Services; create insights and benchmarks; and for compliance and R&D. This may include 
training/tuning Company’s own algorithms/models that are used to provide the Services, but we 
will not use Customer Data in identifiable form for such training/tuning. Aggregated Data will not 
identify you, your affiliates, or any individual. We will not re-identify Aggregated/De-identified 
Data and will contractually prohibit recipients from attempting re-identification. We do not use 
Aggregated Data or Service Data to build or augment third-party advertising or marketing 
profiles about you or your end users. 

Agency Users. Customer may authorize an agency or other third parties to access and use the 
Services under Customer’s account as Customer’s agent and authorized user; Company will 
treat agency-directed configuration and processing as Customer’s instructions, and Customer 
remains responsible for its authorized users’ compliance. 

No Sale of Customer Data. We do not sell Customer Data as “sell”/“share” may be defined 
under applicable privacy laws. 

We may use Subprocessors to process Customer Data and remain responsible for their 
performance. 

Termination for Cause. Either party may terminate an Order Form and the associated Services 
for material breach not cured within 30 days after written notice (10 days for payment breaches). 
If Customer terminates for Company’s uncured material breach, Company will refund prepaid, 
unused fees for the terminated Services from the effective termination date. 

Services Warranty; Remedies 
Services Warranty; Remedies. During the Subscription Term, Company will provide the Services 
in a manner substantially conforming to the Documentation and will use commercially 
reasonable efforts to make the Services available, subject to any applicable SLA and these 
Terms. Customer’s exclusive remedies for any breach of this warranty are: (i) Company’s 
re-performance of the non-conforming Services; and (ii) if non-conformity persists without cure 
within a reasonable period, Customer may terminate the impacted Service and receive a 
pro-rated refund of prepaid, unused fees for the terminated portion of the Subscription Term. 
Beta Features and free/trial access are provided “AS IS.” These remedies do not apply to issues 
(a) caused by Customer or third parties, (b) outside Company’s reasonable control, or (c) 
occurring while Customer is not on the then-current generally available release. 
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Disclaimer. Except for the warranty above and any explicit SLA, the Services are provided “AS 
IS” and “AS AVAILABLE.” Company disclaims all other warranties, express or implied, including 
merchantability, fitness for a particular purpose, and non-infringement, to the fullest extent 
permitted by law. 

Coordination with SLA. Any SLA service credits are Customer’s exclusive remedy for issues 
covered by the SLA and do not limit Customer’s termination/refund right under this warranty if a 
non-conformity persists without cure. 

Subprocessors — Notice, Objection, and Cure 
Subprocessors. Company’s use of Subprocessors is governed by the DPA, including notice, 
objection, and cure process, and the current list at https://kleerr.com/legal/subprocessors. Kleerr 
will provide at least 30 days’ advance email notice to subscribed Customer admins for material 
changes (emergency replacements excluded) and keep the public list current. 

Objection. Customer may object in writing to a new or replacement Subprocessor on 
reasonable, documented data-protection grounds within 10 business days after the update is 
posted. 

Cure. Upon a valid objection, the parties will work in good faith for up to 30 days to implement a 
reasonable alternative (for example, use an alternative Subprocessor for Customer or apply 
materially equivalent controls). If no reasonable alternative is available, Customer may terminate 
only the impacted Services and receive a prorated refund of prepaid, unused fees for those 
Services from the effective termination date, except where otherwise required by law. 

Emergencies. For emergency replacements needed to preserve security/availability, Company 
may replace first and notify promptly; the objection/cure flow then applies. 

Note. Changes among Company’s Affiliates or between data centers/products of the same 
cloud provider are not material changes. 

Usage and True-Up 
Each Order Form specifies the included unit quantity (the “Included Units”). If Customer’s actual 
usage exceeds the Included Units, Kleerr will invoice a monthly true-up based on the rolling 
3-month average of total units measured by the Service. True-ups are billed at the rate in the 
Order Form per the stated block size annually, prorated monthly for the excess average. For the 
first two months of a new Order, the average is calculated over the months completed. Usage 
data in the Service is authoritative. 

Examples of unit types include: Monthly Tracked Users (MTUs), Tracked Events, MAUs, or API 
calls. Example pricing: $3,000 per 10,000 MTUs annually, prorated monthly. 

Annex D — Subprocessors 
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Current Subprocessors: see https://kleerr.com/legal/subprocessors for the authoritative, 
up-to-date list (e.g., hosting, CDN/security, front-end hosting, payments, and transactional 
email). To receive Subprocessor change notifications, email privacy@kleerr.com with subject 
“Subscribe to Subprocessor updates,” and include your company name and admin contact. 

Licence to Services 
Subject to these Terms and the applicable Order Form, Company grants Customer a 
non-exclusive, non-transferable, non-sublicensable licence to access and use the Services 
during the Subscription Term for Customer’s internal business purposes. 

Restrictions 
Customer shall not (and shall not permit any third party to): (a) copy, modify, or create derivative 
works of the Services; (b) reverse engineer, decompile, disassemble, or otherwise attempt to 
discover the source code or underlying algorithms of the Services (except to the limited extent 
permitted by applicable law); (c) access the Services for competitive benchmarking or to build a 
competing product; (d) remove or obscure proprietary notices; (e) circumvent technical limits, 
rate limits, or security; or (f) use the Services to transmit malware or infringing, illegal, or harmful 
content. 

Acceptable Use Policy (Services) 
Customer is responsible for Users’ compliance and for obtaining all notices/consents required 
for Customer Data. Prohibited uses include: (i) sending spam; (ii) violating privacy, publicity, or 
IP rights; (iii) attempting to probe, scan, or penetrate systems; (iv) interfering with or overloading 
the Services; and (v) high-risk uses (safety-critical, life support, or where failure could lead to 
death or personal injury). 

Customer represents and warrants it will not use the Services for high-risk activities (e.g., life 
support, critical infrastructure) or submit regulated data types unless expressly agreed in writing 
(e.g., PHI with a BAA). 

No Sensitive Data 
Unless expressly agreed in an Order Form or Data Processing Addendum (DPA), Customer will 
not submit to the Services any: government-issued IDs; **payment card numbers or full 
magnetic stripe data (PCI); bank account or financial account numbers**; precise geolocation; 
biometric templates; data about children; or special categories of personal data under GDPR 
(e.g., health, union membership, religious beliefs). PHI requires a signed BAA. 

Compliance. Customer is solely responsible for notices, consents, and lawful collection and use 
of Customer Data (including Visitors’ data) in its properties and vertical, and for configuring the 
Services in compliance with applicable laws and platform terms. 

Feedback 
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Company may use any suggestions, ideas, or feedback regarding the Services without 
restriction or compensation. 

Publicity 
Company may use Customer’s name and logo in customer lists and marketing materials, 
subject to any brand guidelines supplied by Customer. Customer may revoke this right on 
written notice. 

Service Levels 
Unless expressly stated in an Order Form or SLA, the Services have no uptime, support, or 
response-time commitments. 

Exclusive Remedies. Any service credits specified in an SLA or Order Form are Customer’s 
sole and exclusive remedy for the availability or support commitments covered by that SLA. 

IP Infringement Indemnity by Company 
Company will defend Customer against any third-party claim filed in the United States or 
Canada alleging the Services, as provided by Company and used per the Documentation, 
infringe a third party’s intellectual property right, and will pay amounts finally awarded (or agreed 
by Company in settlement). 

Any such claim will be defended in the courts specified in “Governing Law and Choice of 
Forum,” unless otherwise agreed in writing. 

Company has no obligation for claims to the extent arising from: (a) Customer Data or other 
content provided by Customer; (b) combinations with items not provided by Company; (c) 
Customer’s modifications not made by Company; (d) use contrary to the Documentation or 
these Terms; or (e) use of versions other than the current release if the claim would have been 
avoided by use of the current release. If such a claim is made or threatened, Company may, at 
its option and expense, (i) modify or replace the Services to be non-infringing while substantially 
preserving functionality, or (ii) procure rights for continued use. If (i)–(ii) are not commercially 
reasonable, Company may terminate the impacted Services and refund any prepaid, unused 
fees for the impacted portion of the Subscription Term. This section states Customer’s exclusive 
remedy for the foregoing claims. 

Procedure; Control. Company’s obligations are conditioned on Customer: (1) promptly notifying 
Company in writing of the claim; (2) granting Company sole control of the defence and 
settlement; and (3) providing reasonable cooperation. Company will not settle any claim that 
imposes a non-monetary obligation on Customer without Customer’s consent (not to be 
unreasonably withheld or delayed). 

Limits. This indemnity is subject to the Limitation on Liability cap (or any higher cap stated in an 
Order Form). 
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Data Access and Export 
In-Product Access. During an active paid Subscription Term, Customer may access and export 
Customer Data via in-product views, reports, and download tools, subject to technical and rate 
limits. 

Bulk & Historical Exports. Database-level, historical, or custom exports may be provided as a 
professional service (statement of work or then-current rates) in a commercially reasonable 
format mutually agreed in writing. 

Post-Termination. No access after termination. Within 30 days post-termination Customer may 
request a professional-services export; after 30 days Customer Data is deleted from active 
systems and scheduled for backup deletion unless retention is required by law. 

Exclusions. Aggregated Data and Service Data are excluded from export; nothing here limits 
Company’s DPA or legal return/delete obligations. 

AI/ML Use 
We will not use Customer Data to train or improve generalized or third-party AI/ML models. Use 
of Customer Data with AI features is solely to provide the Services in real time and not for model 
training; Aggregated/De-identified data may be used as described in these Terms. 

Third-Party AI Services 
If we invoke third-party AI services to deliver features you enable, we will send only the 
minimum necessary data and instruct providers that your data may not be used to train or 
improve their models. If a provider cannot honor that restriction, we will not send your Customer 
Data to that provider. 

Healthcare Data (HIPAA) 
Unless we have a separately executed Business Associate Agreement (BAA) with you, you 
must not submit, store, or process any Protected Health Information (PHI) using the Services. 

Where a BAA is executed, its terms govern our processing of PHI and control in the event of 
conflict with these Terms. 

California (CCPA/CPRA) Service Provider 
For Customer Data that is personal information under the CCPA/CPRA and processed on your 
behalf, Company acts as your service provider/contractor and certifies that it will: (a) not sell or 
share such personal information; (b) not retain, use, or disclose it for any purpose other than 
providing the Services (including no use for cross-context behavioral advertising or profiling) or 
as otherwise permitted by the CCPA/CPRA; (c) not retain, use, or disclose it outside the direct 
business relationship; and (d) not combine it with personal information received from other 
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sources except as permitted by the CCPA/CPRA (e.g., to detect or prevent security incidents or 
to maintain/improve the Services without creating profiles for third parties). Company will comply 
with applicable CCPA/CPRA obligations and will provide assistance necessary for Customer to 
respond to consumer requests where required. 

Survival 
The following sections survive termination or expiration: Intellectual Property Rights and 
Ownership; Conditions of Use and User Submissions; User Submissions: Grant of Licence; 
Subscription Terms (fees, payment, limitations, data access/export obligations incurred, and any 
provisions by their nature); Data Access and Export; Confidentiality; Disclaimers; Limitation on 
Liability; Indemnification; Governing Law and Choice of Forum; Notices; Limitation Period; 
Entire Agreement; Assignment; Survival. 

Beta, Trials, and Unpaid Access 
Beta Features and trials are provided “AS IS”, may be modified or terminated at any time, are 
excluded from SLAs and support commitments, and are provided without warranties or 
commitments of any kind. 

If your annual subscription is invoiced on Net 30 terms and payment has not yet been received, 
your access during the first 30 days is treated as a trial and may be limited, suspended, or 
terminated at any time to the extent permitted by law. 

Company may disable Beta Features at any time. Customer should not rely on Beta Features 
for production use. Data submitted via Beta Features may be deleted upon feature removal. 

Site Monitoring and Enforcement, Suspension, and 
Termination 
Company may take the following actions: 

● Remove or refuse to post on the Website any User Submissions for any or no reason at 
our sole discretion 

● At all times, take such actions with respect to any User Submission deemed necessary 
or appropriate in our sole discretion, including, without limitation, for violating these 
Terms and Conditions 

● Take appropriate legal action, including, without limitation, referral to law enforcement or 
regulatory authority, or notifying the harmed party of any illegal or unauthorized use of 
the Website. Without limiting the foregoing, we have the right to fully cooperate with any 
law enforcement authorities or court order requesting or directing us to disclose the 
identity or other information of anyone posting any materials on or through the Website 

● Terminate or suspend your access to all or part of the Website for any reason, including 
any violation of these Terms and Conditions; where practicable, we will provide 
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reasonable notice. Immediate suspension may occur to prevent harm, address a security 
threat, or comply with legal requirements. 

YOU WAIVE AND HOLD HARMLESS THE COMPANY AND ITS PARENT, SUBSIDIARIES, 
AFFILIATES, AND THEIR RESPECTIVE DIRECTORS, OFFICERS, EMPLOYEES, AGENTS, 
SERVICE PROVIDERS, CONTRACTORS, LICENSORS, LICENSEES, SUPPLIERS, AND 
SUCCESSORS FROM ANY AND ALL CLAIMS RESULTING FROM ANY ACTION TAKEN BY 
THE COMPANY AND ANY OF THE FOREGOING PARTIES RELATING TO ANY 
INVESTIGATIONS BY EITHER THE COMPANY OR SUCH PARTIES OR BY LAW 
ENFORCEMENT AUTHORITIES. 

We have no obligation, nor any responsibility to any party to monitor the Website or its use, and 
do not and cannot undertake to review material that you or other users submit to the Website. 
We cannot ensure prompt removal of objectionable material after it has been posted and we 
have no liability for any action or inaction regarding transmissions, communications, or content 
provided by any user or third party, subject to applicable laws. 

Term and Termination 
For Services purchased under an Order Form, the subscription duration, renewal, and 
cancellation are governed by the Subscription Terms above and the applicable Order Form. 

For Website-only access (no Services purchased), this Agreement remains in effect while you 
use the Website. 

No Reliance 
The content on our Website is provided for general information purposes only. It is not intended 
to amount to advice on which you should rely. You must obtain more specific or professional 
advice before taking, or refraining from, any action or inaction on the basis of the content on our 
site. 

Although we make reasonable efforts to update the information on our Website, we make no 
representations, warranties, or guarantees, whether express or implied, that the content on our 
Website is accurate, complete, or up to date. Your use of the Website is at your own risk and 
neither the Company nor its parent, subsidiaries, affiliates, and their respective directors, 
officers, employees, agents, service providers, contractors, licensors, licensees, suppliers, or 
successors have any responsibility or liability whatsoever for your use of this Website. 

This Website may include content provided by third parties, including from other users and 
third-party licensors. All statements and/or opinions expressed in any such third-party content, 
other than the content provided by the Company, are solely the opinions and the responsibility 
of the person or entity providing those materials. Such materials do not necessarily reflect the 
opinion of the Company. Neither the Company nor its parent, subsidiaries, affiliates, and their 
respective directors, officers, employees, agents, service providers, contractors, licensors, 
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licensees, suppliers, or successors have any responsibility or liability whatsoever to you, or any 
third party, for the content or accuracy of any third-party materials. 

Privacy 
By using the Website, you consent to the collection and processing of your personal information 
as described in our Privacy Policy at https://kleerr.com/privacy-policy. 

Security & Vulnerability Management; Incident Notice 
Security & Vulnerability Management. Kleerr maintains administrative, technical, and 
organizational measures designed to protect the Services and Customer Data against 
unauthorized or unlawful access, use, alteration, or disclosure. This includes a vulnerability 
management program under which identified security issues are addressed in a timely manner 
consistent with industry practices. 

A “Security Incident” is unauthorized access to or disclosure of Customer Data in Company’s 
systems. Security Incidents do not include unsuccessful attempts or activities that do not 
compromise Customer Data (e.g., pings, port scans, DDoS without data access). Company will 
notify Customer without undue delay after confirming a Security Incident and will provide 
information reasonably necessary for Customer to meet its obligations, consistent with 
applicable law and any executed Data Processing Addendum. 

Third-Party Websites 
For your convenience, this Website may provide links or pointers to third-party sites. We make 
no representations about any other websites that may be accessed from this Website. If you 
choose to access any such sites, you do so at your own risk. We have no control over the 
contents of any such third-party sites and accept no responsibility for such sites or for any loss 
or damage that may arise from your use of them. You are subject to any terms and conditions of 
such third-party sites. 

Third-Party Materials. The Website includes integration of software, content, data, or other 
materials that are owned by third parties other than the Company and that are provided to the 
Company under terms that are in addition to and/or different from those contained on this 
Website ("Third-Party Materials"). Ownership of all intellectual property rights in such 
Third-Party Materials remains with the respective owners thereof. You are bound by and shall 
comply with the terms applicable to any Third-Party Materials in accordance with our Privacy 
Policy and their respective privacy policies found on their respective websites. 

Third-Party Services 
The Services may interoperate with, rely on, or incorporate third-party applications, services, or 
infrastructure providers (including without limitation hosting providers, payment processors, and 
integrations selected by you). 

16 



 

To the maximum extent permitted by law, the Company is not responsible for the acts, 
omissions, availability, changes, performance, or non-performance of such third-party services, 
even where selected by the Company. 

Your use of third-party services is subject to their separate terms and policies. 

Third-party services may change or cease without notice; we are not responsible for any 
resulting impact on the Services. 

Carve-out. To the extent the Services rely on third-party services, our obligations (including any 
uptime commitments, support obligations, warranties, or indemnities) do not apply to issues 
caused by those third-party services. Any service credits or remedies exclude downtime or 
degradation attributable to third-party outages or changes. 

Mitigation. Where a third-party outage materially impacts the Services, Company will use 
commercially reasonable efforts to mitigate material adverse effects within Company’s control. 

Generative AI Disclaimer 
As part of the use of this Website, we may employ artificial intelligence ("AI"), data analytics, 
and other emerging technologies to improve the efficiency, accuracy, and overall results of the 
Website. These tools may include third-party systems that utilize algorithms to analyze data, 
generate reports, or provide insights that supplement the Website. 

By using the Website, you acknowledge and consent to our use of AI and related technologies 
where we deem it appropriate. AI-generated content and insights are provided for informational 
purposes only and should not be relied upon as professional advice. 

The Company makes no representation or warranty as to the accuracy, completeness, 
suitability, or legal compliance of any AI-generated outputs. To the maximum extent permitted by 
law, the Company disclaims all liability for any damages, losses, or claims arising from your use 
of or reliance on AI-generated outputs. 

You are solely responsible for evaluating the accuracy, completeness, and appropriateness of 
AI-generated outputs for your use cases and for ensuring compliance with applicable laws, 
regulations, and industry standards. 

AI and related features may be modified, suspended, or discontinued at any time without notice, 
and no commitment is made to maintain or support any specific AI functionality. 

Geographic Restrictions 
The owner of the Website is based in Alberta, Canada. This Website and the Services are 
operated from Alberta, Canada and may be accessed globally, including in Canada and the 
United States. The Services are intended for use by businesses (B2B) and not by individual 
consumers. You are responsible for compliance with local laws where you access them. Nothing 
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in these Terms is intended to limit any non-waivable rights you may have under applicable 
consumer protection laws to the extent you qualify as a consumer. 

You may not access or use the Website or Services if you are subject to applicable trade 
sanctions or export control restrictions. 

The parties have expressly requested that these Terms be drawn up in English. Les parties ont 
expressément exigé que ces Conditions soient rédigées en anglais. 

We do not target or direct the Website or Services to residents of the European Economic Area 
(EEA), the United Kingdom, or Switzerland. However, if you access our Website/Services from 
the EEA/UK/CH or if those laws otherwise apply to our processing of your personal data, the 
EEA/UK/CH-specific provisions in our Privacy Policy and Data Processing Addendum apply to 
that processing. 

Export Controls and Sanctions 
You represent that you are not located in, under the control of, or a national or resident of any 
country or person designated under applicable trade sanctions or export control laws. You agree 
to comply with all applicable export control and sanctions laws and not to export, re-export, or 
transfer the Services or any related technical data in violation of such laws. 

Disclaimer of Warranties 
Website vs. Services. This Section applies to the public Website. Paid Services are governed by 
the Services Warranty; Remedies above and any applicable SLA; to the extent permitted by law, 
the disclaimers here also apply to the Services except as expressly stated otherwise. 

YOU UNDERSTAND AND AGREE THAT YOUR USE OF THE WEBSITE, ITS CONTENT, AND 
ANY SERVICES OR ITEMS FOUND OR ATTAINED THROUGH THE WEBSITE IS AT YOUR 
OWN RISK. THE WEBSITE, ITS CONTENT, AND ANY SERVICES OR ITEMS FOUND OR 
ATTAINED THROUGH THE WEBSITE ARE PROVIDED ON AN "AS IS" AND "AS AVAILABLE" 
BASIS, WITHOUT ANY WARRANTIES OR CONDITIONS OF ANY KIND, EITHER EXPRESS 
OR IMPLIED INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF 
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NON-INFRINGEMENT. 
THE FOREGOING DOES NOT AFFECT ANY WARRANTIES THAT CANNOT BE EXCLUDED 
OR LIMITED UNDER APPLICABLE LAW. 

NEITHER THE COMPANY NOR ITS PARENT, SUBSIDIARIES, AFFILIATES, OR THEIR 
RESPECTIVE DIRECTORS, OFFICERS, EMPLOYEES, AGENTS, SERVICE PROVIDERS, 
CONTRACTORS, LICENSORS, LICENSEES, SUPPLIERS, OR SUCCESSORS MAKE ANY 
WARRANTY, REPRESENTATION, OR ENDORSEMENT WITH RESPECT TO THE 
COMPLETENESS, SECURITY, RELIABILITY, SUITABILITY, ACCURACY, CURRENCY, OR 
AVAILABILITY OF THE WEBSITE OR ITS CONTENTS. WITHOUT LIMITING THE 
FOREGOING, NEITHER THE COMPANY NOR ITS PARENT, SUBSIDIARIES, AFFILIATES OR 
THEIR RESPECTIVE DIRECTORS, OFFICERS, EMPLOYEES, AGENTS, SERVICE 
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PROVIDERS, CONTRACTORS, LICENSORS, LICENSEES, SUPPLIERS, OR SUCCESSORS 
REPRESENT OR WARRANT THAT THE WEBSITE, ITS CONTENT, OR ANY SERVICES OR 
ITEMS FOUND OR ATTAINED THROUGH THE WEBSITE WILL BE ACCURATE, RELIABLE, 
ERROR-FREE, OR UNINTERRUPTED, THAT DEFECTS WILL BE CORRECTED, THAT OUR 
WEBSITE OR THE SERVER THAT MAKES IT AVAILABLE ARE FREE OF VIRUSES OR 
OTHER HARMFUL COMPONENTS. 

WE CANNOT AND DO NOT GUARANTEE OR WARRANT THAT FILES OR DATA AVAILABLE 
FOR DOWNLOADING FROM THE INTERNET OR THE WEBSITE WILL BE FREE OF 
VIRUSES OR OTHER DESTRUCTIVE CODE. YOU ARE SOLELY AND ENTIRELY 
RESPONSIBLE FOR YOUR USE OF THE WEBSITE AND YOUR COMPUTER, INTERNET, 
AND DATA SECURITY. TO THE FULLEST EXTENT PROVIDED BY LAW, WE WILL NOT BE 
LIABLE FOR ANY LOSS OR DAMAGE CAUSED BY DENIAL-OF-SERVICE ATTACK, 
DISTRIBUTED DENIAL-OF-SERVICE ATTACK, OVERLOADING, FLOODING, MAIL 
BOMBING, OR CRASHING, VIRUSES, TROJAN HORSES, WORMS, LOGIC BOMBS, OR 
OTHER TECHNOLOGICALLY HARMFUL MATERIAL THAT MAY INFECT YOUR COMPUTER 
EQUIPMENT, COMPUTER PROGRAMS, DATA, OR OTHER PROPRIETARY MATERIAL DUE 
TO YOUR USE OF THE WEBSITE OR ANY SERVICES OR ITEMS FOUND OR ATTAINED 
THROUGH THE WEBSITE OR TO YOUR DOWNLOADING OF ANY MATERIAL POSTED ON 
IT, OR ON ANY WEBSITE LINKED TO IT. 

Limitation on Liability 
Scope of Cap. All claims arising out of or related to the Agreement, the Services, these Terms, 
the DPA, or confidentiality are subject to the Liability Cap, except where prohibited by law or as 
expressly stated in these Terms. The parties agree the cap and exclusions allocate risk and are 
an essential basis of the bargain. 

Liability Cap. Except for the Exclusions below, each party’s total aggregate liability arising out of 
or related to the Services will not exceed the fees paid or payable by Customer to Company for 
the Services in the twelve (12) months immediately preceding the event giving rise to liability. 
Multiple claims shall not enlarge this limit. 

Exclusions. The cap does not apply to: (i) Customer’s payment obligations; or (ii) either party’s 
willful misconduct or gross negligence. All other claims, including Company’s IP Infringement 
Indemnity, are subject to the cap, unless a higher cap is stated in an Order Form. 

FOR WEBSITE-ONLY USERS (NO PAID SERVICES), THE COLLECTIVE AGGREGATE 
LIABILITY IS CAPPED AT CAD $100. 

Indemnification 
To the maximum extent permitted by applicable law, you agree to defend, indemnify, and hold 
harmless the Company, its parent, subsidiaries, affiliates, and their respective directors, officers, 
employees, agents, service providers, contractors, licensors, suppliers, successors, and assigns 
from and against any claims, liabilities, damages, judgments, awards, losses, costs, expenses, 
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or fees (including reasonable legal fees) arising out of or relating to your breach of these Terms 
and Conditions or your use of the Website, including, but not limited to, your User Submissions, 
third-party sites, any use of the Website's content, services, and products other than as 
expressly authorized in these Terms and Conditions. 

Indemnity by Customer (Services). Customer will defend and indemnify Company from 
third-party claims to the extent arising from: (a) Customer Data (including alleged infringement 
or violation of law or third-party rights); (b) Customer’s instructions or configurations; or (c) use 
of the Services in breach of these Terms, the DPA, or applicable law; in each case excluding 
claims to the extent caused by the Services themselves as provided by Company. Company will 
(1) promptly notify Customer, (2) give Customer sole control of defense/settlement, and (3) 
provide reasonable cooperation at Customer’s expense. 

Governing Law and Choice of Forum 
The Website, these Terms and Conditions, and the Services (if purchased) will be governed by 
and construed in accordance with the laws of the Province of Alberta and the federal laws of 
Canada applicable therein, without giving effect to any choice or conflict of law provision, 
principle, or rule (whether of the laws of the Province of Alberta or any other jurisdiction) and 
notwithstanding your domicile, residence, or physical location. 

Any action or proceeding arising out of or relating to the Website or the Services and under 
these Terms and Conditions will be instituted in the courts of the Province of Alberta and/or the 
Federal Court of Canada, and each party irrevocably submits to the exclusive jurisdiction of 
such courts in any such action or proceeding. You waive any and all objections to the exercise 
of jurisdiction over you by such courts and to the venue of such courts. 

Waiver 
Except as otherwise set forth in this Agreement, no failure to exercise, or delay in exercising, 
any right, remedy, power, or privilege arising from these Terms and Conditions operates, or may 
be construed, as a waiver thereof; and no single or partial exercise of any right, remedy, power, 
or privilege hereunder precludes any other or further exercise thereof or the exercise of any 
other right, remedy, power, or privilege. 

Severability 
If any term or provision of these Terms and Conditions is invalid, illegal, or unenforceable in any 
jurisdiction, such invalidity, illegality, or unenforceability shall not affect any other term or 
provision of these Terms and Conditions or invalidate or render unenforceable such term or 
provision in any other jurisdiction. 

Force Majeure 
Neither party will be liable for any delay or failure to perform due to a Force Majeure Event. 
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Confidentiality 
Each party agrees to protect the other party’s Confidential Information using at least the same 
degree of care it uses to protect its own similar confidential information, but no less than 
reasonable care. Confidential Information will be used solely to perform obligations and exercise 
rights under these Terms and will be disclosed only to personnel and service providers who 
need to know it and are bound by confidentiality obligations at least as protective. If legally 
required to disclose Confidential Information, the recipient will provide prompt notice (where 
lawful) and reasonable cooperation to seek confidential treatment. The confidentiality 
obligations survive termination for three (3) years, except for trade secrets, which remain 
protected so long as they remain trade secrets. 

Residuals. Notwithstanding the foregoing, nothing prevents a recipient from using unaided 
residuals resulting from access to Confidential Information, provided the recipient does not 
intentionally memorize Confidential Information to create such residuals. “Residuals” means 
information in intangible form retained in the unaided memory of individuals who have had 
access to Confidential Information. This does not apply to Customer Data or personal data and 
does not permit any use in violation of the DPA or applicable data protection laws. 

Notices 
We may provide notices under these Terms by email to your admin or billing contact on record, 
by in-product messaging, or by posting on the Website. Notices are deemed given when sent or 
posted. You will send legal notices to Kleerr at privacy@kleerr.com (with subject line: Legal 
Notice) or to any other email or address we designate in writing. 

Limitation Period 
To the extent permitted by law, any claim arising out of or relating to the Website or the Services 
must be brought within one (1) year after the claim accrues; otherwise, such claim is 
permanently barred. 

Entire Agreement 
These Terms (including the sections referenced herein), our Privacy Policy, any applicable 
Order Form(s), any SLA expressly referenced in an Order Form, and any executed Data 
Processing Addendum constitute the entire agreement between you and Kleerr regarding the 
Website and the Services (if purchased) and supersede all prior and contemporaneous 
understandings, agreements, representations, and warranties, both written and oral, regarding 
such subject matter. 

Assignment 
You may not assign these Terms without our prior written consent, except to an Affiliate or in 
connection with a merger, reorganization, or sale of substantially all assets, provided the 
assignee assumes all obligations. 
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We may assign these Terms without restriction. 

Reporting and Contact 
This website is operated by Kleerr. 

Should you become aware of misuse of the website including libelous or defamatory conduct, 
you must report it to the Company at support@kleerr.com. 

All other feedback, comments, requests for technical support, and other communications 
relating to the Website should be directed to support@kleerr.com. 
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Privacy Policy 
Version: v2 
Effective Date: October 3, 2025 

1. Introduction 
Landa Solutions Ltd. DBA Kleerr, together with its affiliates and subsidiaries (collectively 
"Company", "we", "us", or "our") operates the website www.kleerr.com (the "Website") and 
provides related services (collectively, the "Services"). This Privacy Policy explains how we 
collect, use, disclose, and safeguard your information when you visit our Website or use our 
Services and our practices for collecting, using, maintaining, protecting, safeguarding and 
disclosing your information. 

We are committed to protecting your personal information and your right to privacy. If you have 
any questions or concerns about this Privacy Policy or our practices, please contact us at 
privacy@kleerr.com. 

We are not a HIPAA Business Associate unless we have executed a Business Associate 
Agreement (BAA) with you. Please do not submit Protected Health Information (PHI) without an 
executed BAA. 

We do not sell Customer Data. For Website personal information, we do not sell or share 
personal information for cross-context behavioral advertising as those terms are defined under 
California law. If our use of cookies or pixels is deemed “selling” or “sharing,” we provide a “Do 
Not Sell or Share My Personal Information”/“Your Privacy Choices” link and we honor Global 
Privacy Control (GPC) signals by treating them as an opt-out of sale/sharing. 

What we don’t do: 

● We do not sell Customer Data. 
● We do not share personal information for cross-context behavioral advertising. 
● We do not train generalized or third-party AI/ML models on identifiable Customer Data. 

Please read this Privacy Policy carefully to understand our policies and practices for collecting, 
processing, and storing your information. If you do not agree with our policies and practices, 
your choice is not to use our Website. By accessing or using this Website, you indicate that you 
understand, accept, and consent to the practices described in this Privacy Policy. This Privacy 
Policy may change (see Changes to This Privacy Policy) to reflect changes in our practices from 
time to time. Your continued use of this Website after we make changes indicates that you 
accept and consent to those changes, so please check the Privacy Policy periodically for 
updates. Significant changes will be communicated to you and will require your consent if 
necessary. For Website data, we act as a controller. For Customer Data processed via the 
Services, we act as a processor to our customers (the controllers). 
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Regional applicability. We do not target the EEA/UK/Switzerland. However, if you access our 
Website/Services from those regions—or if those laws otherwise apply to our processing of your 
personal data—the GDPR/UK GDPR/Swiss FADP–specific sections of this Privacy Policy apply 
to that processing. 

2A. California Notice at Collection 
This Notice at Collection applies to California residents and summarizes our collection and use 
of personal information on the Website: 

● Categories Collected: Identifiers (e.g., name, email, IP address), Internet/Network 
Activity (e.g., pages viewed, interactions), Commercial Information (if you transact with 
us), Geolocation (approximate), Inferences (to personalize content), and 
Device/Technical Data. 

● Sources: You (forms you submit), your browser/devices (automatic collection via 
cookies/pixels), our service providers and integration partners (e.g., analytics, CRM, 
ecommerce). 

● Purposes: To provide and secure the Website/Services, perform analytics, improve and 
personalize experience, communicate with you, and (if used) measure/serve advertising. 

● Sold/Shared: We do not sell personal information. If our use of cookies/pixels is deemed 
“sharing” for cross-context behavioral advertising, you may opt out via the “Do Not Sell 
or Share My Personal Information”/“Your Privacy Choices” link in our footer, and we 
honor Global Privacy Control (GPC) signals. 

● Retention: We retain personal information as described in §6, based on criteria such as 
account status, legal/tax requirements, security/fraud prevention, and product needs. 
Typical ranges include: site analytics logs 12–24 months, billing records 7 years, and 
account/contact records for the life of the relationship + up to 24 months. 

● Your Choices: Use the “Do Not Sell or Share My Personal Information”/“Your Privacy 
Choices” link and “Cookie Settings” in our footer to control non-essential cookies and 
sharing; see Section 12A for additional opt-out information. 

2. Information We Collect 
We collect information from and about users of our Website and Services, including: 

2.1. Personal Information 
Identification Data: that we can reasonably use to directly or indirectly identify you, such as your 
name or company name, mailing address, e-mail address, telephone number, Internet protocol 
(IP) address used to connect your computer to the Internet, user name or other similar identifier, 
billing and account information to or provide to us through the Website (including through email, 
text, or other electronic messages between you and the Website), and any other identifier we 
may use to contact you ("personal information"); 
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We provide an opportunity for any user to unsubscribe or opt-out of contact for marketing 
purposes on an ongoing basis by using the unsubscribe mechanism at the bottom of our 
e-mails. 

Account Credentials: Passwords and other security information for authentication and account 
access. 

2.2. Non-Personal Information 
Information that does not directly or indirectly reveal your identity or directly relate to an 
identifiable individual, such as demographic information, or statistical or aggregated information. 
Statistical or aggregated data does not directly identify a specific person, but we may derive 
non-personal statistical or aggregated data from personal information. For example, we may 
aggregate personal information to calculate the percentage of users accessing a specific 
Website feature; 

2.3. Usage Data 
Information about your interactions with our Website and Services, including the full Uniform 
Resource Locators (URLs), clickstream to, through and from our Website (including date and 
time), products you viewed or searched for, page response times, download errors, length of 
visits to certain pages, page interaction information (such as scrolling, clicks, and mouse-overs), 
methods used to browse away from the page, pages visited, links clicked, and other usage 
statistics. 

2.4. Device and Technical Data 
Device Information: IP address, browser type, operating system, device type, unique device 
identifiers, and other diagnostic data. 

2.5. Cookies and Tracking Technologies 
We use cookies, web beacons, pixels, and other tracking technologies to collect information 
about your browsing and usage activities. For more details, please refer to Cookies and 
Tracking Technologies below. 

3. How We Use Your Information 
We use the information we collect for various purposes, including: 

● To Provide and Maintain Our Services: To operate, improve and administer our Website 
and Services. 

● To Personalize Your Experience: To tailor content and features to your preferences. 
● To Communicate with You: To send administrative information, respond to inquiries, and 

provide customer support. 
● For Marketing and Advertising: To send you promotional materials and offers, and to 

analyze the effectiveness of our marketing campaigns. 
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● To Analyze and Improve Our Services: To understand how users interact with our 
Website and Services and to enhance user experience. 

We improve the Services using Aggregated Data and Service Data, not Customer Data in 
identifiable form. 

● To Enforce Our Terms and Policies: To comply with legal obligations and protect our 
rights and interests. 

● To Detect and Prevent Fraud: To monitor for security breaches and protect against 
malicious, deceptive, fraudulent, or illegal activity. 

● For any other purpose with your consent. 

By using our Website, you consent to your personal information being collected, held and used 
in this way and for any other use you authorize. We will only use your information for the 
purposes described in this Privacy Policy or with your express permission. 

We may also use your information to contact you about our own and third-party services that 
may be of interest to you, as permitted by law. If you do not want us to use your information in 
this way, please use the unsubscribe mechanism at the bottom of our e-mails. 

AI Features and Automated Decision-Making 
We do not use your Customer Data to train generalized or third-party AI/ML models. 

Any AI features operate on inputs to provide user-facing functionality and outputs; we do not 
make decisions with legal or similarly significant effects on individuals based solely on 
automated processing. 

When third-party AI services are invoked, we instruct providers not to train on your data. 

4. Disclosure of Your Information 
We may disclose aggregated information about our users, and information that does not identify 
any individual, without restriction. 

We may disclose your personal information in the following circumstances: 

● Service Providers: To contractors, affiliates, service providers, and other third parties 
who assist us in operating our business and providing our Services, and who are 
contractually obligated to keep personal information confidential, use it only for the 
purposes for which we disclose it to them, and to process the personal information with 
the same standards set out in this Privacy Policy. 

● Business Transfers: In connection with a merger, sale of company assets, 
reorganization, financing, or acquisition of all or a portion of our business to another 
company whether as a going concern or as part of bankruptcy, liquidation, or similar 
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proceedings, in which personal information held by us about our customers and users is 
among the assets transferred. 

● Legal Obligations: To comply with any legal obligations, court orders, or governmental 
requests. 

● Protecting Rights: To enforce our Terms and Conditions, protect our rights, privacy, 
safety, or property, and/or that of our affiliates, you, or others. 

● Consent: With your explicit consent for any other purposes disclosed by us when you 
provide the information. 

We may also disclose your personal information: 

● To comply with any court order, law, or legal process, including to respond to any 
government or regulatory request, in accordance with applicable law. 

● To enforce or apply agreements, including for billing and collection purposes. 
● If we believe disclosure is necessary or appropriate to protect the rights, property, or 

safety of our Company, our customers, or others. This includes exchanging information 
with other companies and organizations for the purposes of fraud protection and security 
risk reduction. 

5. Transferring Your Personal Information 
We may transfer personal information that we collect or that you provide as described in this 
policy to contractors, service providers, and other third parties we use to support our business 
(such as analytics and search engine providers that assist us with Website improvement and 
optimization) and who are contractually obligated to keep personal information confidential, use 
it only for the purposes for which we disclose it to them, and to process the personal information 
with the same standards set out in this Privacy Policy and as applicable to the processing at 
issue under PIPEDA, HIPAA, GDPR, CCPA/CPRA, and other regional privacy laws and 
regulations where we operate. 

Current hosting region: United States (AWS). Additional regions may be added, and this notice 
will be updated prior to activation. Cross-border transfer assessments are available upon 
request. 

Hosting location does not change our role as controller for Website data or processor for 
Customer Data, nor your rights under applicable law. 

Website Data (Controller). If (and only if) EEA/UK/Swiss data protection law applies to a transfer 
of Website personal information, we use appropriate transfer tools (e.g., SCCs Module 1 or 
Module 2, as applicable, the UK Addendum, and where required Swiss FDPIC addendum 
terms). 

Customer Data (Processor). Where EEA/UK/Swiss data protection law applies to a transfer of 
Customer Data, restricted transfers are governed by the DPA and use SCCs Modules 2 and/or 3 
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(as applicable), the UK Addendum, and any required Swiss FDPIC addendum; Annexes I–III of 
the DPA serve as SCC Annexes. 

We may process, store, and transfer your personal information in and to a foreign country, with 
different privacy laws that may or may not be as comprehensive as Canadian law. In these 
circumstances, the governments, courts, law enforcement, or regulatory agencies of that 
country may be able to obtain access to your personal information through the laws of the 
foreign country. Whenever we engage a service provider, we require that its privacy and security 
standards adhere to this Privacy Policy and applicable Canadian privacy legislation. 

We use a third-party web hosting service provider, Amazon Web Services (AWS) located in the 
United States to host your personal information. 

Cross-border processing. We store and process personal information in the United States 
(Amazon Web Services) and may use service providers in other jurisdictions. As a result, 
personal information may be subject to the laws of those jurisdictions and available to their 
authorities under lawful process. We use contractual, technical, and organizational safeguards 
appropriate to the information’s sensitivity. Questions about our cross-border practices can be 
directed to privacy@kleerr.com. 

You consent to this potential transfer, storage, or processing by submitting your personal 
information or engaging with the Website. 

Upon request, we will provide you with a list of third-party service providers used to host your 
personal information and the countries in which our servers are located. 

If—and only if—you are subject to EEA/UK/Swiss data protection law and a restricted transfer 
occurs, the European Commission’s Standard Contractual Clauses (Modules 2 and/or 3, as 
applicable) and, for UK transfers, the UK International Data Transfer Addendum apply. 

6. Data Retention 
Except as otherwise permitted or required by applicable law or regulation, we will only retain 
your personal information for as long as necessary to fulfill the purposes we collected it for, 
including for the purposes of satisfying any legal, accounting, or reporting requirements and we 
ensure the secure disposal of information no longer required. 

De-identification commitments. Where we de-identify data, we (i) take reasonable measures to 
ensure the information cannot be associated with a consumer or household, (ii) publicly commit 
not to re-identify the information, and (iii) contractually prohibit downstream recipients from 
trying to re-identify it. 

Under some circumstances, we may anonymize your personal information so that it can no 
longer be associated with you. We reserve the right to use such anonymous and de-identified 
data for any legitimate business purpose without further notice to you or your consent. 
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7. Security of Your Information 
The security of your personal information is very important to us. We take reasonable 
administrative, electronic, technical, and physical measures to protect your personal information 
from unauthorized access, use, alteration, loss, theft, and disclosure. These measures include 
encryption, access controls, and secure hosting environments. The safety and security of your 
information also depend on you. Where we have given you (or where you have chosen) a 
password for access to certain parts of our Website, you are responsible for keeping this 
password confidential. We ask you not to share your password with anyone. We urge you to be 
careful about giving out information in public areas of the Website like message boards, which 
any Website visitor can view, or in communications with other users on the Website. It is your 
responsibility to keep your password or other forms of authentication to the website safe. You 
agree to notify us as soon as possible if you become aware of any misuse of your password and 
immediately change your password within the Website. We maintain a confidentiality incident 
register and perform privacy impact assessments where required (including Québec Law 25). 

If we become aware of a Security Incident (as defined in our Terms) involving personal 
information, we will notify affected customers and/or individuals without undue delay, consistent 
with applicable law. 

Unfortunately, the transmission of information via the Internet is not completely secure. Although 
we do our best to protect your personal information, we cannot guarantee the absolute security 
of your personal information transmitted to our Website. 

8. Your Rights 
Depending on your jurisdiction, you may have certain rights regarding your personal 
information. 

8.1. European Economic Area (EEA) Residents 
Scope. This section applies only where the GDPR/UK GDPR/Swiss FADP applies to our 
processing of your personal data (for example, if you access our Website/Services from the 
EEA/UK/CH or we otherwise process personal data subject to those laws). 

Under the General Data Protection Regulation (GDPR), you have the right to: 

● Access: Request access to your personal data. 
● Rectification: Request correction of inaccurate or incomplete data. 
● Erasure: Request deletion of your personal data under certain conditions. 
● Restriction: Request restriction of processing your personal data. 
● Data Portability: Receive a copy of your personal data in a structured, commonly used, 

and machine-readable format. 
● Objection: Object to the processing of your personal data for certain purposes. 
● Withdraw Consent: Withdraw consent at any time where we are relying on consent to 

process your personal data. 
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To exercise these rights, please contact us at privacy@kleerr.com. 

Legal Bases: Depending on the processing activity, we rely on one or more of the following: 
performance of a contract (e.g., to provide the Services), legitimate interests (e.g., to secure and 
improve the Services), consent (e.g., non-essential cookies/marketing), and compliance with 
legal obligations. 

8.2. California Residents 
Under the California Consumer Privacy Act (CCPA), as amended by the California Privacy 
Rights Act (CPRA), California residents have the right to: 

● Know: Request disclosure of categories and specific pieces of personal information 
collected. 

● Correct: Request correction of inaccurate personal information. 
● Delete: Request deletion of personal information. 
● Opt-Out: Opt-out of the sale of personal information. If we use cross-context behavioral 

advertising, you may opt-out of sharing via the “Do Not Sell or Share My Personal 
Information” link. We process Global Privacy Control (GPC) signals where legally 
required. 

● Non-Discrimination: Not be discriminated against for exercising their privacy rights. 

We do not sell personal information as defined under the CCPA/CPRA. To exercise your rights, 
please contact us at privacy@kleerr.com. 

Sensitive Personal Information. We do not use or disclose sensitive personal information for 
purposes requiring a “Limit the Use of My Sensitive Personal Information” link under California 
law; when collected (e.g., account credentials), it is used only for permitted security and 
authentication purposes. 

Minors. We do not knowingly sell or share the personal information of consumers under 16 
years of age. If we learn a consumer is under 16, we will cease sale/sharing unless we receive 
the required opt-in (affirmative authorization for ages 13–15; verifiable parental consent for 
under 13). 

Authorized agents. You may use an authorized agent to submit a request; we will require proof 
of the agent’s authority and may need to verify your identity directly. 

Financial incentives. We do not offer financial incentives for personal information. If we do in the 
future, we will provide a Notice of Financial Incentive describing the material terms. 

8.3. Canadian Residents 
Under the Personal Information Protection and Electronic Documents Act (PIPEDA), you have 
the right to: 
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● Access: Request access to your personal information. 
● Correction: Request correction of inaccurate or incomplete personal information. 
● Withdrawal of Consent: Withdraw consent to the collection, use, or disclosure of your 

personal information, subject to legal or contractual restrictions. 

To exercise these rights, please contact us at privacy@kleerr.com. We may request specific 
information from you to help us confirm your identity and your right to access, and to provide 
you with the personal information that we hold about you or make your requested changes. 
Applicable law may allow or require us to refuse to provide you with access to some or all of the 
personal information that we hold about you, or we may have destroyed, erased, or made your 
personal information anonymous in accordance with our record retention obligations and 
practices. If we cannot provide you with access to your personal information, we will inform you 
of the reasons why, subject to any legal or regulatory restrictions. 

8.4. U.S. State Privacy Rights (e.g., VA/CO/CT/UT) 
Residents of certain U.S. states may have rights to access, correct, delete, and obtain a 
portable copy of personal information, and to opt out of targeted advertising, sale, and certain 
profiling. 

To exercise these rights, contact privacy@kleerr.com. We will verify requests as required by law. 
If we deny your request, you may appeal by replying to our decision or emailing 
privacy@kleerr.com with the subject line “Privacy Appeal.” We will respond to appeals within the 
timeframe required by law. 

9. Cookies and Tracking Technologies 
As you navigate through and interact with our Website, we may use cookies or other automatic 
data collection technologies to collect certain information about your equipment, browsing 
actions, and patterns, including: 

● Details of your visits to our Website, including traffic data, location data, logs, and other 
communication data and the resources that you access and use on the Website. 

● Information about your computer and internet connection, including your IP address, 
operating system, and browser type. 

Some of this information is aggregated; if we associate it with an identifiable person, we treat it 
as personal information. This information helps us improve our Website and deliver a better and 
more personalized service, including by enabling us to: 

● Estimate our audience size and usage patterns. 
● Store information about your preferences, allowing us to customize our Website 

according to your individual interests. 
● Speed up your searches. 
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● Recognize you when you return to our Website. 

The technologies we use for this automatic data collection may include: 

● Cookies (or browser cookies). A cookie is a small file placed on the hard drive of your 
computer. You may refuse to accept browser cookies by activating the appropriate 
setting on your browser. However, if you select this setting you may be unable to access 
certain parts of our Website. Unless you have adjusted your browser setting so that it will 
refuse cookies, our system will issue cookies when you direct your browser to our 
Website. 

● Web Beacons. Pages of our Website and our e-mails may contain small electronic files 
known as web beacons (also referred to as clear gifs, pixel tags, and single-pixel gifs) 
that permit the Company, for example, to count users who have visited those pages or 
opened an email and for other related website statistics (for example, recording the 
popularity of certain website content and verifying system and server integrity). 

You may always choose not to provide Personal Information to us, but it may mean that we are 
unable to provide you with our services or access to the Website. 

You can manage non-essential cookies via the “Cookie Settings” link in our site footer. Where 
required by law and technically supported, we honor Global Privacy Control (GPC) and other 
recognized Universal Opt-Out Mechanisms by treating them as an opt-out of 
sale/sharing/targeted advertising for that browser. Our controls are designed to disable 
non-essential ad/retargeting technologies when an applicable opt-out is effective. 

You may choose to limit certain analytics and advertising cookies using in-product controls; 
essential cookies (e.g., for authentication, security, fraud prevention) may still operate. 

10. Third-Party Links 
Our Website may contain links to third-party websites, plug-ins, applications, or services that are 
not owned or controlled by us. Clicking on those links or enabling those connections may allow 
the third party to collect or share data about you. If you follow a link to a third-party website or 
engage a third-party plugin, please note that these third parties have their own privacy policies, 
and we do not accept any responsibility or liability for these policies. We do not control these 
third-party websites. We are not responsible for the privacy practices of such third parties. We 
encourage you to review the privacy policies of every website you visit. 

11. Children's Privacy 
Our Services are intended for business use and not for children. We do not knowingly collect 
personal information from individuals under the age of 16. If we become aware that we have 
collected personal information from a child under 16, we will take steps to delete such 
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information promptly. If you believe we might have any information from or about a child under 
16, please contact us at privacy@kleerr.com. 

12. Withdrawing your Consent 
Where you have provided your consent to the collection, use, and transfer of your personal 
information, you may have the legal right to withdraw your consent under certain circumstances. 
To withdraw your consent, if applicable, contact us at privacy@kleerr.com. If you do not want us 
to collect your information for marketing, you may opt out at any time by clicking the 
"unsubscribe" link at the bottom of our emails. Note that transactional or service emails may still 
be sent. Opting out of the Website's collection of location information will cause its 
location-based features to be disabled. Please note that if you withdraw your consent we may 
not be able to provide you with a particular service. We will explain the impact to you at the time 
to help you with your decision. 

12A. California Right to Opt-Out of Sale/Sharing & Global 
Privacy Control (GPC) 
If we engage in cross-context behavioral advertising, you may opt-out via the “Do Not Sell or 
Share My Personal Information” / “Your Privacy Choices” link (where provided). 

We honor GPC and other recognized Universal Opt-Out Mechanisms (UOOMs) where required 
by law and supported by our consent management platform by treating them as an opt-out of 
sale/sharing/targeted advertising for that browser. 

Opt-out choices apply to the device/browser where you set them and may not carry across 
devices unless you are logged in and we offer account-level controls. 

We also process Universal Opt-Out Mechanisms (UOOMs) recognized by applicable law (e.g., 
Colorado, Connecticut) by treating them as an opt-out of targeted advertising/sale for that 
browser. 

Hashed identifiers. When an opt-out of sale/sharing/targeted advertising is effective, we do not 
disclose identifiers (including hashed email or device IDs) to advertising platforms for audience 
matching or targeted advertising. 

Do Not Track (DNT). While industry standards for DNT are not uniform, we honor GPC and 
other recognized UOOMs as described above. 

13. Changes to This Privacy Policy 
We reserve the right to update or modify this Privacy Policy at any time. We will notify you of 
any material changes by posting the new Privacy Policy on this page and updating the "Last 
Updated" date at the top. Your continued use of the Website and Services after any changes 
constitutes your acceptance of the revised Privacy Policy. 
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You are responsible for ensuring we have an up-to-date, active, and deliverable email address 
for you, and for periodically visiting our Website and this Privacy Policy to check for any 
changes. 

14. Contact Us 
Privacy Officer 

Email: privacy@kleerr.com 

Privacy Officer (Landa Solutions Ltd. DBA Kleerr) is responsible for overseeing compliance with 
this Privacy Policy and applicable law. 

We have procedures in place to receive and respond to complaints or inquiries about our 
handling of personal information, our compliance with this Privacy Policy, and with applicable 
privacy laws. To discuss our compliance with this policy please contact us at 
privacy@kleerr.com. 

15. Processing of Visitors' Data (on behalf of Customers) 
When our analytics Services collect data from end-users visiting our Customers’ properties, we 
act as a processor to the Customer (controller). We process such data only per the Customer’s 
instructions to provide the Services. 

Types of data may include IP address, device/browser info, pages visited, referral URLs, and 
interaction events. 

Customers are responsible for having a lawful basis (e.g., consent/legitimate interests) and 
required disclosures; we assist with requests as described in our DPA. 

Data may be transferred internationally with appropriate safeguards (e.g., SCCs); we apply 
technical and organizational measures such as encryption at rest/in transit, access controls, and 
logging. 

We retain Visitors’ data only as long as necessary to provide the Services or as required by law; 
after termination we delete or de-identify it per the DPA. 

16. Compliance with Google API Services User Data 
Policy (Limited Use) 
Where we use Google APIs, we comply with Google’s API Services User Data Policy, including 
Limited Use requirements. 

We use Google API data only to provide or improve user-facing features; we do not sell it or use 
it to train generalized AI/ML models; human access is restricted as required by the policy. 
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We retain such data only as long as necessary to provide the enabled features and protect it 
with industry-standard security. 
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Data Processing Addendum 
Version: v1 
Effective Date: October 3, 2025 

This Data Processing Addendum (“DPA”) forms part of any agreement under which Landa 
Solutions Ltd. DBA Kleerr (“Processor”) provides services to a customer (“Customer”). Regional 
applicability. This DPA applies globally; EEA/UK/CH-specific terms apply only where those laws 
govern the processing. By using the Services, Customer agrees this DPA applies whenever 
Kleerr processes Customer Data on Customer’s behalf. 

1. Scope & Roles 

Controller/Processor. Customer is the Controller of Customer Data; Kleerr is the Processor 
processing Customer Data on Customer’s behalf. Where Customer is a Processor of a third 
party, Kleerr is a Subprocessor and Customer warrants it has authority to appoint Kleerr. 

2. Processing Instructions 

Kleerr will process Customer Data only per Customer’s documented instructions (the 
Agreement, this DPA, and configuration via the Services). Kleerr will promptly inform Customer 
if an instruction appears unlawful. 

3. Confidentiality & Personnel 

Kleerr ensures personnel accessing Customer Data are bound by confidentiality and receive 
appropriate privacy/security training. 

4. Security Measures 

Kleerr implements technical and organizational measures appropriate to risk, including 
encryption in transit/at rest; access controls; network and perimeter protections; secure software 
development; logging/monitoring; and business continuity. Details are set out in Annex II. 

5. Subprocessors 

Customer provides general authorization for Kleerr to engage Subprocessors to process 
Customer Data. Kleerr will maintain a current list of Subprocessors at 
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kleerr.com/legal/subprocessors, which Kleerr may update from time to time, and will indicate the 
last-updated date on that page. Customers may subscribe to email notifications of changes as 
described on that page. Where feasible, Kleerr will provide at least 30 days’ advance email 
notice to subscribed Customer admins for material changes (emergency replacements 
excluded). Customer may object in writing to a new or replacement Subprocessor on 
reasonable, documented data-protection grounds within 10 business days after the update is 
posted. Upon a valid objection, the parties will work in good faith for up to 30 days to implement 
a reasonable alternative (for example, use an alternative Subprocessor for Customer or apply 
materially equivalent controls). If no reasonable alternative is available, Customer may terminate 
only the impacted Services; termination is effective at the end of the current billing period, and 
Kleerr will provide a prorated refund of prepaid, unused fees for the impacted Services, except 
where otherwise required by law. For emergency replacements needed to preserve 
security/availability, Kleerr may replace first and notify promptly; the objection/cure flow then 
applies. Changes among Kleerr’s Affiliates or between data centers/products of the same cloud 
provider are not material changes. 

6. International Transfers 

Kleerr will only transfer Customer Data across borders in compliance with applicable data 
protection laws. 

Conditional SCCs. Where a transfer of Customer Data is subject to EEA/UK/Swiss data 
protection law, the Parties incorporate by reference the European Commission’s Standard 
Contractual Clauses (SCCs) (Modules 2 and/or 3, as applicable) and, for UK transfers, the UK 
International Data Transfer Addendum. Annexes I–III of this DPA serve as the SCC Annexes. 
The Parties select Ireland as the governing law and courts for Clauses 17–18. These 
instruments apply only to restricted transfers that fall within their scope under applicable law. 

7. Data Subject Requests 

Taking into account the nature of processing, Kleerr will provide reasonable assistance through 
the Services or available documentation to help Customer respond to requests to exercise data 
subject rights (access, correction, deletion, restriction, portability, objection), where legally 
required. Additional assistance beyond this may be subject to a separate fee. 

7A. Regulatory & Security Assistance 

Taking into account the nature of processing and the information available to Kleerr, Kleerr will 
provide reasonable assistance to Customer with (a) data protection impact assessments and 
prior consultations with supervisory authorities, and (b) Customer’s security, breach notification, 
and record-keeping obligations under applicable Data Protection Laws. Kleerr may charge 
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reasonable, documented fees for assistance beyond standard product features and 
documentation. 

8. Incident Notification 

Kleerr will notify Customer without undue delay and, where required by law, within 72 hours 
after confirming a Personal Data Breach (a “Security Incident”) involving Customer Data and will 
provide information reasonably necessary for Customer to meet its obligations, consistent with 
applicable law, with updates as the investigation progresses. 

9. Audits & Assurance 

Upon reasonable written request and not more than once every 12 months, or following a 
confirmed Security Incident or material breach of this DPA, Kleerr will make available 
information needed to demonstrate compliance with this DPA (e.g., security overview, policies) 
and allow audits by Customer or its auditor, subject to confidentiality, scheduling, and burden 
limits. Customer bears its own audit costs and Kleerr’s reasonable support costs. Kleerr may 
satisfy audit requests by providing written responses to reasonable security questionnaires and 
relevant policy excerpts. If a third-party audit report (e.g., SOC 2) becomes available, it will be 
deemed sufficient absent a specific legal requirement for additional procedures. 
Remote/document reviews are preferred. Audits must be conducted during normal business 
hours, on reasonable notice, and may not unreasonably disrupt Kleerr’s business operations. 

10. Return/Deletion 

At termination or expiry, on Customer’s written instruction, Kleerr will delete or return Customer 
Data and delete existing copies, subject to legal retention. 

Kleerr will complete deletion or return within 30 days of such instruction and will certify deletion 
upon request. Backup deletion follows standard rotation schedules. 

11. CCPA/CPRA; Other Laws 

For personal information subject to the CCPA/CPRA that Kleerr processes on Customer’s 
behalf, Kleerr acts as Customer’s service provider/contractor and certifies that it will not sell or 
share such information; will not retain, use, or disclose it for any purpose other than providing 
the Services to Customer (including no use for cross-context behavioral advertising or profiling) 
or as otherwise permitted by the CCPA/CPRA; will not retain, use, or disclose it outside the 
direct business relationship; and will not combine it with personal information it receives from 
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another source except as permitted by the CCPA/CPRA. Kleerr will enable Customer to comply 
with applicable consumer requests to the extent required by law. 

12. Liability & Order of Precedence 

Each Party’s liability under this DPA is subject to the limitations and exclusions in the 
Agreement. In the event of conflict, this DPA controls with respect to data protection, subject 
always to those limitations. 

ANNEX I – Details of Processing 

● Subject matter: Provision of the Kleerr analytics Services. 
● Duration: Term of the Agreement + limited post-term retention per Section 10. 
● Nature & purpose: Collecting, unifying, and analyzing web/app interaction data to 

provide attribution and insights. 
● Types of personal data: Online identifiers (cookie/ID), IP address, device/browser 

metadata, page views, clickstream, referral URLs, event data, limited contact fields 
provided by Customer (e.g., email) where configured. 

● Special categories: Not intended. No PHI without a separate BAA. 
● Data subjects: End users/visitors of Customer’s digital properties; Customer personnel 

with accounts. 
● Authorized recipients: Kleerr and approved Subprocessors. 

ANNEX II – Security Measures (Summary) 

Kleerr implements technical and organizational measures appropriate to the risk of processing 
Customer Data, designed to protect against unauthorized access, loss, or disclosure. These 
include, at a minimum: 

● Encryption: Encryption of Customer Data in transit (TLS) and at rest, with key 
management provided by trusted cloud services. 

● Access Controls: Role-based access and least-privilege principles; MFA is required for 
internal administrative access. 

● Network & Infrastructure Security: Isolation of customer environments, firewalls, and 
hardening of servers and endpoints. 

● Secure Development Practices: Code review, dependency management, and 
vulnerability monitoring as part of the software development lifecycle. 

● Vulnerability Management: Kleerr maintains an ongoing vulnerability management 
program covering code, dependencies, and infrastructure. Vulnerabilities are prioritized 
by severity and risk; Kleerr will use commercially reasonable efforts to remediate or 
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implement compensating mitigations within the following targets: Critical: 14 days; High: 
30 days; Medium: 90 days; subject to technical feasibility and vendor patch availability. 

● Monitoring & Logging: System logging and monitoring of infrastructure for anomalies or 
security events. 

● Backup & Recovery: Regular backups of critical data with retention policies and tested 
restoration procedures. 

● Change Management: Processes for reviewing and documenting significant changes to 
production systems. 

● Personnel Practices: Confidentiality agreements for employees and contractors; security 
awareness training; background checks where legally permitted and appropriate for 
sensitive roles, at Kleerr’s discretion. 

● Vendor Management: Due diligence and contractual safeguards for Subprocessors 
handling Customer Data. 

This DPA is deemed accepted and effective as of the date Customer first uses the Services or 
enters into an Agreement with Kleerr. 
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